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ADDENDUM #3 

REQUEST FOR QUOTE (RFQ) 

IT SECURITY SERVICES 

 

NOTICE TO ALL BIDDERS 

The Request For Quote (RFQ) is modified as set forth in this Addendum. The original 
RFQ and any previously issued addenda remain in full force and effect, except as 
modified by this Addendum. Bidders shall consider this Addendum when preparing and 
submitting a Bid and shall acknowledge receipt of this Addendum in their bid. 

 

BID SUBMITTAL DEADLINE 

The Bid submittal deadline remains unchanged by this Addendum.  
Bids are due Friday, July 2, 2021 3:00 p.m. (EDT). 

 

THE FOLLOWING QUESTIONS WERE SUBMITTED AS A RESULT OF THIS RFQ: 

 

1. Is there currently an incumbent company or previous incumbent, who completed similar 
contract performing these services? If so - can you please provide incumbent contract number, 
dollar value and period of performance? 
 
Answer:  No 
  

2. Specify the VLAN details how many is included in the Scope? 
  
Answer: 4 applicable VLANs 
 

3. Can you please provide current number of infrastructure details (Physical Server, Virtual Server, 
Network Devices, etc.)? Is there any External Interface need to Pentest? If yes, then please 
specify details. 
  
Answer: (See Addendum 1, 2) No Pentest required 

 
4. Are any vendor products installed for Governance, Risk, and Compliance (GRC) tracking? 

  
Answer: No 
 

5. Are any vendor products installed for Security Incident & Event Management (SIEM)? If yes, 
please provide currently used SIEM product name. 
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Answer: None 

 
6. How many Active Directory Environment domain is included in Penetration testing? 

  
Answer: 1 

 
7. We may use sampling for configuration review based on number and function of the system 

(Web server, file server, app server, database, firewall (int/ext), VPN, Load Balancer, etc.). 
  
Answer: OK 
 

8. Do you want this as a red team exercise to test the SOC/NOC’S response where they will get to 
see the results and update their Knowledge Base (KB) afterward or blue team where we work 
with the SOC/NOC and share our attacks so they can update their KB during the testing? 
  
Answer: Yes 
 

9. How many physical locations are included in Pen testing? 
  
Answer: One (1) Datacenter 
 

10. Is “web application” security testing in scope? If yes, please provide number of applications, 
External facing (internet accessible) or Internal facing? How many Web Application is in Scope 
for Pen testing? Specify if any. 
  
Answer: Yes, 4 external applications 
 

11. Do you manage your own data center, or do you utilize any 3rd-party/colocation facilities? 
  
Answer: Manage our own 
 

12. Physical network information. 
 

A. Please identify each physical location with direct ingress or egress to the internet. 
i. Are any of these locations tunneling data through another data center? If so, please 

list. 
 

Answer: No 
 

ii. For each location, please provide interface type & speed (copper or fiber, 200Mbps, 
1G, 10G, etc.). 

  
Answer: Fiber 100/100Mbps 

 
iii. For each location, please provide sustained and peak traffic rates (i.e. 500Mbps). 

This can often be obtained through a firewall or edge switch. 
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Answer: Peak 50Mbps 

 
B. Do your switches support port mirroring (SPAN)? 

 
Answer: Yes 

 
C. Switch manufacturer and model 

 
Answer: Adtran NetVanta 1500 Series 

 
D. Switch utilization (will it drop packets)? 

 
Answer: No 

 
E. Network Flow records [NetFlow, Jflow, Sflow, IPFIX (East-West)]. 

 
Answer: N/A 

 
13. Current and projected number of users. 

 
A. How many network users (at a workstation most of the day)? 

 
Answer: On average 100-120 

 
B. How many users are not on the network most of the day, but authenticate with a domain 

controller (such as remote workers, maintenance staff, etc.)? 
 

Answer: 15 
 

C. Do you have any outward facing web applications for which authentication monitoring is in 
scope? If so, how many users? 

  
Answer: No 

 
14. Do you have Office 365? 

 
Answer: Yes 
 

15. Pre-sale documentation requirements. 
 
A. Security questionnaire 
  

Answer: No 
 

B. Other required paperwork or agreements. 
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Answer: RFQ Attachment “A” – Certification Regarding Lobbying 
   RFQ Attachment “B” – Certification Regarding Debarment/Suspension 

 
16.  I would like some clarification on the bonding requirements. The snip from the RFQ is below. 

Please clarify if this RFQ requires bonding. 
 
31. BOND REQUIREMENTS: 
 
THE FOLLOWING BONDING REQUIREMENTS SHALL BE ENFORCED FROM CONSTRUCTIN OR 
FACILITY IMPROVEMENT CONTRACTS AND SUBCONTRACTS EXCEEDING $100,000.00. 
  
Answer: No bonding required 
 

17. Will there be contract terms negotiated after the award or will the contract attached to the RFQ 
be binding? 
  
Answer: Contract terms will be determined after the award. 
 
 
 

 
 
 
  
 

 

***BIDDERS MUST INDICATE ON THE EXTERIOR OF THEIR BID “ADDENDUM #3 

RECEIVED” 

 

 

 

 

 

 

 

 

 

 


